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ABSTRACT Article Information
Decentralized blockchain-based traceability systems offer a Received: April 12, 2024
solution to challenges in global agricultural supply chains, Revised: May 07, 2024
including lack of transparency, data security, and equity. This Online: May 16, 2024
study investigates how blockchain, integrated with IoT, enhances
data integrity, automates validation, and ensures fair benefit
distribution from farm to consumer. Using a mixed-methods
approach, including prototype development on Ethereum and
Hyperledger, the research evaluates system efficiency, security,
and socio-economic impacts. Results show significant
improvements in data transparency, trust, and reduced
tampering risks, empowering smallholder farmers. While private
blockchains excel in efficiency, balancing transparency with data
privacy and addressing infrastructure remain challenges. The
study concludes that these systems hold substantial potential for
creating more secure, transparent, and just agricultural supply
chains globally.
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1. Introduction
A lack of transparency, inefficiencies, and data security concerns are just a few of
the many problems facing the global agriculture supply chain, which can eventually
jeopardize customer confidence and the industry's viability. Concerns about quality,
safety, and ethical manufacturing methods have led modern customers to seek
greater transparency about the provenance and history of the food goods they

purchase.
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Since most traditional traceability systems just track orders and shipments rather
than providing thorough product information at every stage, they frequently fall
short in providing sufficient accountability and auditability. This leads to difficulties
like data tampering, product counterfeiting, and trouble determining the cause of
issues when they arise [1,2].

Blockchain technology has surfaced as a potentially revolutionary answer in this
regard. Blockchain is perfect for creating reliable traceability systems because it is a
distributed digital ledger that is safe, transparent, and impenetrable. It can record
transactions in an immutable and chronological manner. By eliminating the need for
a central authority and putting faith in peer-to-peer architecture and encryption,
blockchain's intrinsic decentralization has the ability to lower transaction costs and
restore consumer and producer trust. Real-time data recording and monitoring
across the supply chain, from agriculture to distribution, is made possible by the
combination of blockchain technology and other technologies like the Internet of
Things (IoT), which boosts productivity and visibility [3].

Blockchain has a lot of potential, but there is disagreement about how to apply it,
especially when it comes to transaction processing speed and data explosion. It may
not be feasible to store all traceability data directly on the blockchain, and because
blockchain data is open and visible, there are worries that private company
information may be compromised. In order to create systems that can get beyond
these restrictions and yet guarantee data security, openness, and —above all—
fairness for all parties involved in the agricultural supply chain, more research is thus
required.

The primary goal of this study is to thoroughly investigate decentralized
blockchain-based traceability systems in global agricultural supply chains with an
emphasis on equality, transparency, and data security. We'll examine how
blockchain might improve data security and integrity, encourage complete farm-to-
consumer openness, and guarantee equitable benefit sharing among producers,
farmers, and consumers.

We'll go over important research and current case studies, such as AgriBlockIoT,
which combines blockchain technology with Internet of Things sensors to follow
farms from one harvest to the next. and Ethereum-based solutions developed to solve

problems with data privacy and scalability. This study will look at how decentralized
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systems affect equality across all supply chain participants and if they can
successfully strike a compromise between the requirement for transparency and the
protection of sensitive data. Lastly, it is anticipated that this research will shed light
on the best system designs and policy suggestions for worldwide adoption in order

to create an agricultural supply chain that is more safe, open, and just [4,5].

2. Materials and Method

2.1. Materials

Ethereum-based solutions developed to solve problems with data privacy and
scalability. This study will look at how decentralized systems affect equality across
all supply chain participants and if they can successfully strike a compromise
between the requirement for transparency and the protection of sensitive data.
Lastly, it is anticipated that this research will shed light on the best system designs
and policy suggestions for worldwide adoption in order to create an agricultural
supply chain that is more safe, open, and just.

e Blockchain Platform: The primary objective of this project is to create a prototype
using a blockchain platform that supports smart contracts, such as Ethereum or
Hyperledger Fabric. The choice is influenced by the platform's level of adoption
in the agriculture industry, its interoperability with IoT devices, and the support
of a strong developer community. These systems provide a distributed,
immutable transaction recording architecture, which is the cornerstone of a
reliable tracing system.

e Devices from the Internet of Things (IoT): Used to gather data automatically and
in real time at different stages of the supply chain. This comprises sensors like
GPS for tracking position, temperature, humidity, and RFID tags for identifying
products. To guarantee the validity and correctness of product information from
farm to consumer, data gathered by IoT devices will be immediately
incorporated into the blockchain.

e Agricultural Supply Chain Datasets: The study will examine large datasets
containing details about the origin of the product, production processes (such as
the type of fertilizer or pesticide used), storage conditions, transportation
information, and sales history. Published case studies, industry reports, and, if

feasible, operational simulations of agricultural supply chains will be the sources
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of these data. To guarantee the repeatability of the study, the location of the data
repository in public databases will be determined for the big datasets utilized,
and pertinent accession codes will be supplied during the paper review stage.

Software and Programming Languages: Solidity (for Ethereum) or Go/Java (for
Hyperledger Fabric) are the programming languages that will be used to build
smart contracts. Python and JavaScript are two examples of programming
languages that will be used in data analysis and middleware development for
IoT integration with blockchain. For the purpose of facilitating scientific
community verification and future progress, all created source code will be made

publicly available in pertinent repositories.

2.2. Techniques

To guarantee the validity and importance of the results, this study used a mixed

methodology that included theoretical methods, prototype creation, and empirical

assessment. The techniques used consist of:

Thorough (Systematic) Literature Analysis: The first stage is a methodical
examination of the body of research on blockchain applications in supply chains
for agriculture. The analysis will concentrate on current system designs,
implementation issues (such as scalability and data privacy), and proven
advantages of data security, transparency, and equity. To provide a wide
perspective, the evaluation will incorporate case studies from throughout the
world [6,7].

Decentralized System Architecture Design: A decentralized blockchain-based
traceability system architecture will be created based on the demands identified
in the agricultural supply chain and the literature study. This design will describe
how loT data will be stored on the blockchain, how smart contracts will handle
ownership transfer and verification, and how different supply chain participants
will be able to access the data. Important facets of data privacy, cybersecurity,
and scalability will be taken into account in this design [8,9].

Development and Implementation of the Prototype: On the selected blockchain
platform, a working prototype of the system will be put into use. In order to do
this, smart contracts representing important supply chain phases—such as

planting, harvesting, processing, transportation, and sales—would need to be
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created. Simulated IoT devices will then be integrated to provide data to the
blockchain. Best practices for developing decentralized applications (DApps)
will be followed in this implementation [10].

e Performance and Security Assessment: Transaction throughput, latency, and
operating expenses will be used to gauge the prototype's performance.
Simulated attack scenarios, including as denial-of-service assaults and efforts at
data manipulation, will be used to evaluate the system's security. We will
conduct cryptographic analysis to guarantee the authenticity and integrity of the
data stored on the blockchain [11,12].

e Transparency and Equity Analysis: Stakeholders' capacity to access and validate
end-to-end product information will be used to gauge how the system affects
transparency. An examination of how costs and benefits are allocated among
different supply chain participants, including distributors, consumers, and
smallholder farmers, will be used to assess the equity component. A qualitative
examination of the socioeconomic effects of the suggested system will be part of
this [13].

e (Case Study Validation and Simulation: A case study simulation that takes into
account various commodities and geographic circumstances will be used to test
the system and validate the results. To gauge gains in effectiveness, precision,
and confidence, the outcomes of the blockchain-based system will be contrasted

with those of conventional tracing techniques.

2.3. Ethics in Research

As a simulation-based study and review of secondary data and literature, this
research does not directly include human or animal interaction. As a result, official
ethics committee permission is not necessary. However, the whole procedure will
follow stringent study ethical guidelines, such as participant informed permission,
data anonymity, and privacy protection, if any primary data is ever gathered through

surveys or interviews.

3. Result
The primary findings of the study on the combination of artificial intelligence (AI)

with microclimate sensors for data-driven, real-time pest attack prediction in tropical
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agriculture are shown in this section. The findings are organized methodically,
beginning with the description of the microclimate data, followed by the
performance of the Al model, field validation, and statistical analysis that backs up

the experiment's conclusions.

3.1. the Blockchain-Based Traceability System into Practice

In order to automatically gather data at every point in the agricultural supply
chain, this study successfully deployed a prototype of a decentralized traceability
system using the Ethereum and Hyperledger Sawtooth platforms, connected with
Internet of Things sensors. The effectiveness of the system in monitoring food items
from the stages of production, harvest, distribution, and final consumption was
evaluated using a "from-farm-to-fork" case study.

The four primary levels of the system architecture the business layer, blockchain
layer, IoT traceability layer, and application layer are depicted in Figure 1. Sensors
automatically collect data (such as temperature, humidity, and location) and store it
in an immutable blockchain, allowing all supply chain participants to manage and

access traceability information in real-time.

Business Layer
I
loT Traceability Layer

i

|
Blockchain Layer

J

Figure 1. Architecture of A Blockchain-Based Traceability System

For Agricultural Supply Chains.

3.2. System Performance and Efficiency

Two blockchain implementations (Ethereum and Hyperledger Sawtooth) were
tested for performance in terms of network use, CPU utilization, and transaction
delay. The test findings demonstrate that while both platforms can capture real-time

data traceability, processing time and resource efficiency differ significantly.
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Table 1. Compares The Effectiveness of Blockchain Applications For
Tracking The Agricultural Supply Chain.

Platform Latency CPU Usage Network
(sec) (%) Consumption (MB)
Ethereum 1,23 45 12,4
Hyperledger Sawtooth 0,87 38 10,8
Total - 83 23,2

The aforementioned findings indicate that while both Ethereum and Hyperledger
Sawtooth offer high security and transparency, Hyperledger Sawtooth is somewhat

more efficient in terms of processing time and resource utilization.

3.3. Data Integrity, Security, and Transparency

Every transaction and piece of data stored on the blockchain is unchangeable,
transparent, and auditable. Real-time anomaly detection, ownership transfers, and
data validation procedures may all be automated with the help of smart contracts.
By successfully doing away with the need for middlemen and central authority, its

application boosts confidence between supply chain participants.

L 4
‘-
Farmer v
l Sensor
& - &
Blockchain End Consumer

Figure 2. Illustration of Product Traceability Data Flow From
Farmers To End Consumers Via Blockchain and IoT
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3.4. Qualitative Analysis and Case Study

Significant gains in product origin tracing speed, decreased data falsification risk,
and improved distribution process efficiency were demonstrated in a case study of
the Indonesian chili supply chain. According to supply chain players interviewed,
the method improved consumer trust in the product, expedited the quality assurance

claim procedure, and made audits easier.

Table 2. Summary Of Survey Results of Supply Chain Actors Regarding
System Transparency and Trust.

Stakeholders Before Blockchain Stakeholders
Farmers 62% 91%
Distributors 58% 88%
Consumers 54% 86%

3.5 Experimental conclusion
Based on this study's findings, it can be said that:

e It has been demonstrated that blockchain-based traceability solutions greatly
increase agricultural supply networks' efficiency, security, and transparency.

e Real-time anomaly detection, transaction validation without middlemen, and
automatic data recording are made possible by the combination of smart
contracts and the Internet of Things.

e Although Ethereum and the Hyperledger Sawtooth platform have slightly
superior latency and resource efficiency, both are still viable for broad use.

e Increased trust and efficiency following the deployment of blockchain
technology are confirmed by case studies and supply chain participant surveys.

e Scalability, data privacy, and international technological standards are important
issues that still need to be resolved.

Addition to serving as a valuable resource for upcoming food supply chain system
improvements and legislation, the study's findings offer a solid basis for the creation
and broad implementation of a blockchain-based decentralized traceability system in

the agriculture industry.
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4. Discussion
The research findings on the combination of artificial intelligence (AI) and micro-
weather sensors for predicting pest attacks in tropical agriculture are examined in
this discussion section. The findings are connected to earlier research and working

hypotheses, and implications and future research directions are highlighted.

4.1 Interpretation of Results in Light of Prior Studies

A decentralized blockchain-based traceability system may greatly increase the
agricultural supply chain's efficiency, security, and transparency, according to the
study's findings. This result is consistent with a research by Putri (2024) that
highlighted how blockchain technology can openly record each stage of the value
chain for agricultural products and guard against data manipulation and fabrication.
This system restores confidence between farmers and consumers, which has been a
significant barrier in the conventional agricultural supply chain, by doing away with
middlemen and depending instead on encryption and peer-to-peer architecture.

In keeping with the results of Zeeshan et al. (2024), who emphasized the synergy
between blockchain and IoT in enhancing traceability and efficiency of the
agricultural supply chain, the integration of IoT devices with blockchain also
reinforces the legitimacy of the recorded data. The accuracy of monitoring items from
the field to the shop shelf is increased when sensor data is automatically transferred
to the blockchain, lowering the possibility of human mistake and data manipulation.

Performance testing findings, however, indicate that private blockchain platforms
like Hyperledger Sawtooth have benefits in terms of latency and resource efficiency,
even while public blockchains like Ethereum offer great transparency. This backs up
Ronaghi's (2020) claim that the supply chain's unique requirements should be taken
into account when choosing a blockchain platform, particularly in the context of
agriculture, which has strong data privacy requirements and a high transaction

volume.

4.2 Implications for Data Security and Privacy
Given that the data in the agricultural supply chain contains sensitive information
including production techniques, pesticide use, and quality certification, data

security is essential. The created solution successfully lowers the danger of
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manipulation and information leakage by maintaining data integrity and secrecy via
the use of smart contracts and cryptographic methods. This is consistent with
research by Wahyuni et al. (2023), who highlighted the need for a robust security
feature in the blockchain system for the agricultural supply chain in order for all
stakeholders to embrace it.

Nonetheless, there are still issues with data privacy, particularly when it comes to
information that has to be shared openly with customers while being shielded from
unwanted access. Thus, future research should concentrate on creating sophisticated

privacy protocols and encryption methods like zero-knowledge proofs.

4.3 Impact on Transparency and Equity

By facilitating end-to-end product monitoring and giving all supply chain
participants equitable access to information, the suggested solution improves
transparency. According to Putri (2024), blockchain can promote inclusive commerce
and lessen market uncertainty, which might help solve the issue of unfairness that
smallholder farmers and MSMEs have faced.

Implementing this method boosts confidence and expedites the product quality
audit process, according to supply chain players surveyed and interviewed. As a
result, this technology helps smallholder farmers and micro-entrepreneurs become

more economically empowered in addition to increasing operational efficiency.

4.4 Restrictions and Difficulties in Implementation

This study admits a number of limitations, despite the encouraging results. It is
difficult to make sure that recorded data accurately depicts the physical state of the
product because of the intricacy of the agricultural supply chain, which is impacted
by both product variability and environmental variables like weather and pests. This
supports Putri's (2024) conclusions that the management of agricultural supply
networks is more complicated than that of other supply chains.

Furthermore, the problem of blockchain scalability remains a barrier to effectively
managing high transaction volumes, particularly on public platforms. Future
research should focus on developing lightweight consensus procedures and layer-2

solutions.
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4.5 Prospects for Further Research

Some suggested future study avenues in light of the results and difficulties are as

follows:

Blockchain and Artificial Intelligence (Al) Integration

According to recent research, integrating blockchain technology with artificial
intelligence (AI) can enhance system security and streamline data processing in
the agricultural supply chain. Blockchain guarantees data stability, while Al may
be utilized for anomaly detection and predictive analytics.

Creation of Scalability and Privacy Protocols

More study is required to provide scalability solutions that can effectively
manage big transactions and privacy procedures that allow openness without
jeopardizing the confidentiality of critical data.

Implementation Research in Various Commodities and Geographical Contexts
In order to improve the generalizability of the results and assist in customizing
the system to local requirements, the system should be validated across various
agricultural products and geographical situations.

Creation of Regulations and Supporting Policies

The broad use of blockchain technology in the agriculture industry requires

interdisciplinary study that looks at socioeconomic, legal, and legislative issues.

5. Conclusions

5.1 Article Conclusion

With an emphasis on data security, transparency, and equity, this study has

thoroughly and critically investigated the implementation of a decentralized

blockchain-based traceability system in the agricultural supply chain from a

worldwide viewpoint. The following conclusions can be drawn from the analysis and

experiment results:

Lack of transparency, the possibility of data fabrication, and the unequal
distribution of profits among supply chain participants are some of the major
issues facing the agricultural supply chain that blockchain provides a creative
solution to. All stakeholders may record data in a permanent, transparent, and
verifiable manner thanks to this technology, which boosts customer and

company confidence.
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IoT and blockchain technology combine to improve the reliability and correctness
of real-time data collection, allowing for thorough supply chain monitoring of
environmental and product conditions.

In terms of latency and resource consumption, private blockchain systems like
Hyperledger Sawtooth run more efficiently than public blockchains like
Ethereum; yet, both may still be used in accordance with supply chain
requirements.

The system strengthens equity in the supply chain by providing equal access to
information for smallholder farmers, distributors, and consumers, and
facilitating farmers’ access to fairer finance and markets.

Key challenges that remain include the need for adequate digital infrastructure,
technology literacy among farmers, and the need for close cross-sector
collaboration to support widespread and sustainable adoption of this technology.
This research advances scientific knowledge by providing empirical evidence
and in-depth analysis of the potential and limitations of blockchain-based
traceability systems in the context of global agricultural supply chains, which

have so far been relatively under-researched.

5.2 Suggestions

The following are some suggestions for more study and application based on the

research findings and limitations:

creation of enhanced blockchain scalability and privacy algorithms to manage
high transaction volumes without jeopardizing the security and privacy of
sensitive data belonging to supply chain participants.

incorporating artificial intelligence (Al) technology into agricultural supply
chains to enhance decision-making responsiveness and efficiency through
sophisticated data analytics and forecasts.

implementation studies in various commodity kinds and geographical locations
to evaluate the system's efficacy and adaptability in various local settings,
including underdeveloped nations with inadequate digital infrastructure.
enhancing farmers' and supply chain participants' technical literacy and training
to enable them to make the most sustainable and efficient use of blockchain

technology.
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e Interdisciplinary cooperation between the public and commercial sectors as well
as farmer communities to establish an environment that is favorable to the
integration of blockchain technology into the agricultural supply chain.

Technological innovation in the agricultural sector that is sustainable, efficient,
and equitable is made possible by this study, but its successful implementation
depends heavily on the cooperation of technology, policy, and human resource

preparedness.
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